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ABSTRACT 

In today’s world, the simplest way to share data is through the internet. Cloud computing is a 

technology provided by the internet, which is dependent on large storage providers. These 

storage companies function as untrustworthy third parties, managing massive amounts of data 

saved in the cloud. This data may contain sensitive information that belongs to multiple 

individuals or organizations. Such types of models may involve security issues like privacy and 

integrity. Blockchain Technologies has gained widespread attention, with a surge of interest in 

applications varying from information storage to cyber security, IoT, healthcare, and financial 

services. Blockchain applications were used to carry safe and comfortable healthcare data, and 

there was a lot of interest in them. Additionally, blockchain is converting traditional medical 

care practices into a more dependable way of efficient diagnostics and treatments over safe and 

secure data sharing. In this paper, developed the decentralized system architecture with Merkle 

Tree structure, and preserving this health monitoring statistics in the cloud parallel processing 

in distributed environment.  

Keywords: Blockchain, Blockchain healthcare systems, Cloud Computing, decentralized 

system, Merkle Tree. 
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1 INTRODUCTION 

Several organizations are now dealing with the issue of keeping massive amounts of data. To 

resolve this problem, corporations have chosen cloud computing as a means of storing data. 

Cloud-based services have grown in popularity as a result in recent years. These services enable 

remote storing of user data in the cloud [1].   Businesses do not need to retain in-house storage 

since services are accessible across numerous platforms at any time and from any place. 

Notwithstanding the advantages indicated, there are a number of issues with cloud storage [2]. 

They preserve the security and reliability of data. Cloud storage may include sensitive 

information. But, copyright difficulties enter the image here. Anyone more than the owner may 

access the data since we are posting it to the open environment [3]. 

While storing information on the cloud, encryption is the foremost important factor to consider. 

Yet, loud services provider does not guarantee a high degree of security. The system presented 

in this paper [4] will help to overcome all the issues mentioned with the help of Blockchain-

based Secure Data Storage and Access System. In this paper [5], Blockchain enhances the 

security of the data stored on the cloud by maintaining logs of operations performed by the 

user. 

 

2 RELATED WORKS 

It is possible for integrated personal health records (PHR) to have inadequate security, which 

might result in a single point of failure [6]. Combining Blockchain & IPFS, we suggest an 

infrastructure that attempts to deliver speedier rescue and continuous availability of PHR. The 

findings reveal that an ideal node is picked in each phase between all the possible nearby nodes 

[7]. The InterPlanetary File System (IPFS) is an unique decentralized architecture of storage 

that aims to offer decentralized cloud storage by expanding on the foundational ideas of P2P 

networking and resource addressing [8].  

IPFS is also known as a distributed file system. Since IPFS is used by more than 230 thousand 

peers on a weekly basis and processes tens of millions of requests on a daily basis, it is a 

fascinating large-scale operational network to examine [9]. Blockchain is developing as a 

promising tool for handling confidential data in digitized healthcare system [10]. It is crucial 

to the healthcare, medical research, and insurance industries. IoT devices benefit from a high 

degree of security thanks to the consensus procedures employed in blockchain technology to 

choose a new block. 
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Data from the IoT is one of the most valuable assets that can be used into business models to 

facilitate the provision of a variety of dazzling and pervasive services [11]. The Internet of 

Things has the benefit of being vulnerable to hackers and other malevolent users. In spite of 

the fact that smart cities are supposed to increase production and efficiency, inhabitants and 

authorities still run the risk of putting themselves in danger when they ignore cyber security 

[12]. To enable the safe administration and analysis of the vast data from the smart city, 

traditional blockchain techniques were used. 

The data stored at each healthcare facility is maintained in silos, and due to technical and 

physical restrictions, these silos prevent the data from being readily shared with other 

institutions [13]. To secure the security of IIoT data, blockchain technology may be deployed. 

The proof size for confirming the data's integrity and accuracy is huge in the classic blockchain 

system since it stores data using Merkle trees [14]. In the IoT, the information of users is often 

gathered through a variety of different sorts of smart gadgets [15]. Since the received user data 

is stored in the cloud, there is a risk of data leakage. A procedure known as the verification of 

retrievability scheme will be carried out on a regular basis by both the user and the cloud 

provider in order to ensure the confidentiality and integrity of the user's personal information 

[16]. 

Blockchain technology is here to remain and has considered the next revolution, much like the 

Internet. Some real-world use examples of blockchain technology [17].  These have been 

efforts made to create digital currency, but none of them have been successful owing to the 

difficulties associated with maintaining trust and security. The data access control mechanism 

in cloud data sharing systems provides an effective means of ensuring the security of the data. 

Intruders and malevolent cloud servers make it more difficult to manage data access [18].  

The vast majority of conventional methods do not take into account the challenges involved in 

managing user access to cloud-based data storage & sharing. Some of the most successful 

methods for providing security data access control for confidential data that is stored in the 

cloud is ciphertext policy attribute-based encryption [19]. Merkle Hash-Trees are used as 

Authenticated Data Structures in this cutting-edge Decentralized Digital Currency System 

(DDCS). A distributed, peer-to-peer architecture without a ledger is used by DDCS [20]. The 

planned currency is called E-Money. E-Money is designed to take the place of traditional forms 

of payment and comes equipped with security protocols on par with those of crypto-currencies. 
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3 PROPOSED METHODOLOGY 

A blockchain-powered security mechanism for protecting sensitive patient healthcare data. In 

a fog computing environment, this study proposes a solution for health care data that allows 

users to store all information in a single blockchain without using any Trusted Authentication 

Services (TAS). The system also ensured data integrity and confidentiality, as well as 

eliminating inconsistencies for end users. 

Decentralized data storage and information systems both demand large amounts of data storage. 

The many vulnerabilities that centralized database designs face when it comes to attacks. With 

central data architectures, there is no provision for the automated recovery of attacks. The 

decentralized design allows for the automated recovery of data after a variety of assaults. After 

doing an investigation of this system, we designed a decentralized system architecture with a 

Merkle Tree structure as shown in fig 1. This architecture, together with fog computing, enables 

parallel processing in a distributed environment. 

 

Figure 1: Architecture Diagram of Proposed System 
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Algorithm 

Step 1: Upload patient details. 

Step 2: Validate admin 

Step 3: If the data is valid, then upload in cloud 

Step 4: Create block for every transaction with Merkle tree hashing function. 

Step 5: If the date request by patient is valid chain, then show original data and access by 

using hashing key. 

Step 6: Create timestamp with Blockchain to access data in particular time. 

The demand for innovation is constant in the realm of Healthcare data. The method in which 

patient health records are maintained and protected today does not demonstrate the technical 

improvement that has occurred in this field over the previous decade, and hospitals continue to 

employ data management systems that are decades old for patient data. This is in part because 

of the stringent restrictions that surround the privacy and security of medical data. These 

regulations have prevented the adoption of the most recent technology, which would have made 

medical data management more open and helpful for both patients and physicians. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Blockchain Process using Merkle Tree and Timestamp 
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This demonstrates a blockchain-based framework for managing medical data/access as shown 

in fig 2. The app depicts the system from the perspectives of four stakeholders. 

i. The results of admin are the administrator of a group of hospitals and hold the highest 

access level in the hierarchy. In their dashboard, they may add a new group (hospital) 

to the conglomerates and assign/de-assign hospital administrators. 

ii. The organizational (hospital) administrator is in charge of a specific hospital that is a 

member of the conglomerate/solution. They may add new people with the roles of 

doctor or patient, as well as delete members. 

iii. The doctor is an organizational user having the proper role who may post records for 

their patients as well as download/view papers for their patient to whom they have been 

authorized access. 

iv. The patient is an organizational user with the proper position who may contribute files 

on their own, examine them, check document access records, and control access to their 

docs through their dashboard. 

4 Experimental Results 

Utilizing the hashes of the document on the blockchain as opposed to the file blocks is one 

technique to improve the effectiveness of file storage/retrieval. It also gives auditable 

responsibility for precisely what material has been allowed by whomever for exchange and 

transmission through the file transferring guard.  

 

Figure 3: Patient 1 Data Blocks 
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Figure 4: Patient 2 Data Blocks 

 

 

Figure 5: Patient Record Blocks 

 

Figure 6: First Block of Transaction with Encryption Key 
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Figure 7: Middle Block of Transaction with Encryption Key 

Continuously upgrading the ledger for each file transfer creates an irreversible record of the 

file's complete life cycle. The system incorporates a WebApp based interface for the concerned 

parties involved in the transaction to communicate in an effective manner thereby providing a 

base for decentralized approach with Merkle Tree system as given in fig 3-7. 

5 CONCLUSIONS 

The proposed system secures the data which is stored in untrusted environments. The 

implementation of blockchain with cloud will be very efficient to solve various problems in 

cloud based data storage like data privacy, data breaches, data leakage, data loss, system 

vulnerabilities etc. Blockchain technologies has the potential to tackle a wide range of issues 

afflicting the healthcare business today. Just providing the facts is insufficient. The suggested 

method, which employs personal Blockchain technology, may play an essential role in making 

data immutable, safe, and shareable inside a decentralized network. The blocks in this study 

are defined as high-level 3-scenarios, and their regulations are critical for implementing this 

new technology in the health-care system. Ultimately, the total efficiency of imperceptibility 

and durability values on each distributed ledger block is evaluated. Every concept includes 

some information as well as the reasoning behind the technological approach. It is anticipated 

that this report will spark more research and development to benefit both patients and the whole 

health-care system. 
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